alaall

2022 4bs— e el adall
c»f.“ |j|wwb3 s f ART SO

Gl Y b dio 5 (3 BaDh Y15 gmns oy o pLa Yl malr 593

wJﬂ‘Z@&WTZ&J&A

The Role of Imam Muhammad bin Saud Islamic University
in Educating its Students About Cybersecurity
from the Point of View of Faculty Members
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Study Summary:

The Role of Imam Muhammad bin Saud Islamic University in Educating its Students
About Cybersecurity from the Point of View of Faculty Members —. Moreover, the study
attempted identifying the effect of variables of (Department, Rank, and Gender) on the response
of study sample members.

Study population included all faculty members in the College of Education at Al-Imam
Mohammad Ibn Saud Islamic University, who were (104) instructors during the period of
conducting the study. Due to the small number of faculty members included, the study tool (A
Questionnaire) was distributed to the entire population. After collecting questionnaire forms, it
was found that 79 answered forms were valid for statistical analysis. The study reached a
number of results, the most important of which are:
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First: The most prominent roles of Al-Imam Mohammad Ibn Saud Islamic University in raising
awareness of cybersecurity from the point of view of study sample members — with
relation to university’s functions - are as follows:

e The university should enhance students’ skills in cybersecurity through specialized
training courses.

e The university should support talented students in cybersecurity-related technology and
activities.

e The university should create courses as an introduction to cybersecurity in all university
majors.
Second: The most prominent role of the university in raising awareness of cybercrimes, from
the point of view of study members, is to raise awareness of education-related cyber
crimes, such as:

¢ Raising awareness of scientific theft, literary plagiarism in books and academic research
theft.

e Raising awareness of falsification of information, including hacking into university
databases and educational system and changing or distorting the information they
contain.

e Raising awareness of privacy violation, such as publishing information of a special
nature about a student, logging into students’ electronic accounts, publishing misleading
information about them, or changing students’ information.

The study also found that there were no statistically significant differences at the level of

(0.05) or less in the attitudes of study sample members towards university’s role in raising
awareness of cybercrime from the point of view of participating faculty members despite the
difference in the variables of gender and department. However, there were noticed differences
with relation to the ‘rank’ variable. In addition, there were statistically significant differences
at the level of (0.01) and less among study sample members about university role in raising
awareness of cybersecurity with relation to the variables of gender, department, and rank.

Keywords: Awareness - Cyber Security - Cyber Crimes
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