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ABSTRACT

Across the world, the people either favour government scrutiny on information to
guarantee their safety, or are against it on grounds of protection of privacy. This paper
highlights both sides of the coin and introduces a method which helps strike a balance
between privacy concerns, and the question of national security and access to
individual data. These two sides are complementary when it comes to action. Today’s
world of information is interconnected and both security and privacy are fundamental
cogs in this wheel. The reality today is that there is growing demand for access to
individual’s personal information, as companies use it to tailor their products with
customer tastes and needs. On the other hand, such large-scale intrusion on personal
data poses serious threat to privacy of the person, which is one’s right. At the same
time, national security is an important aspect of countries. In the interest of national
security, governments can monitor and control the transactions and movements. These
two opposite principles need to be balanced for healthy professional and social life of
people, good business environment and national development.

Keywords: Personal Information, Privacy, Security, Government, Safety.

INTRODUCTION

In today’s world, maintaining national security is a tough challenge, primarily due to
forces of globalization and human development. Across the world, governments are
undertaking the required measures to guarantee their citizens’ safety against privacy
invasions. It is complicated to find a balance between protection of individuals and
respecting their privacy. Governments find it difficult to strike a balance as satisfying
all stakeholders in the equation is impossible in theory.

Even though it seems as if they are two separate challenges, maintaining both privacy
of information and security of individuals are interconnected. Hence, it is necessary to
discuss the balance between maintaining information privacy and security of
individuals.

Whenever there is a need to justify the government’s actions related to spying and
gaining control of data and systems that it has access to, the issue becomes
controversial.

The National Security Letters gives extraordinary powers to law enforcement
agencies such as the Federal Bureau of Investigation for searching to compel
disclosure of the personal data held by any organisation. These powers are granted to
the agency for the purposes of national security.
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Although many telecommunications and software vendors claim that they fully
support privacy of their customers, in reality, these vendors reveal customer details
like their internet usage and personal communications. This is in direct contradiction
and violation of their claims of privacy policies and violation of the rights of
individuals.

This study investigates this issue from the light of people’s opinions and offers
potential solutions. On a global scale, on one side, there are people supporting the
government surveillance on the basis that it is essential to ensure their safety. On the
other side, there are other people who believe it is against their right to own privacy.
This research paper examines the arguments on both sides and explores the possibility
of common grounds for solutions to find a balance between privacy and national
security.

Research Purpose

To investigate on the reasons and factors associated with the two opposing stands on
information security and privacy and suggest a healthy balance between the two
positions.

The logic behind this research purpose is that-

Information systems that follow the guidelines of security do not necessarily pursue
the privacy requirements. Thus, there is a dividing line between security and privacy.
We may specify privacy as the protection of the confidentiality of personal
information and related data from any type of intrusion. Personal privacy is a right
recognised by many countries. We may also specify security as the security of data,
information, communications or transactions. Although both terns are commonly used
in the context of internet applications and usages, they are valid for other contexts
also. For example, oral communication by a witness of a crime needs to be kept
confidential until trial stage, after which, it may become public anyway. A person
may pay for a service by going to the bank rather than through internet. Breach of
privacy and security in these cases also are equally serious. However, both these are
consistently violated by some websites and applications when they permit access to
sell personal information about their customers to companies for the so-called
customer-friendly marketing strategies and in truth to elevate their own profits. Here
both privacy and security are breached.

Although the above arguments for protection may apply in normal situations, when
national security is at stake and some criminal activities are identified associated with
this, the government needs to access all data on the suspects to identify the criminals
who compromise the national security. One example of this is the internal help for
terrorist activities of external agents in a country. To break the chain, the local help
must be identified, so that the terrorists cannot carry out their activities.

When a person registers as a customer in an organisation for any service, some
personal details are asked. Some of them may not be directly related to the service.
The information given is now in the control of the organisation. Although some
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organisations say that they will give access to such information to others only with the
permission of the customer, there is no guarantee for this and there is no way for the
ordinary customer to check this. Customer has no power to decide on the issue of
privacy and security of his own data.

Thus, there are the two sides of the same coin. Ideally, the any person would like full
protection of their data and desire that the organisation would seek his or her
permission if at all they need to give access to someone else, including the
government. The issue of security and privacy become serious only when these
expectations are violated. These two sides of the coin need to be converted to two
sections of the same page. This is what is attempted intis paper.

Research Question

What are the solutions for balancing between the contradictory stands of people on
information and security, so that both can be limited at the required levels? Under
what conditions can the need for intrusion in data privacy be sacrificed for national
security purposes?

LITERATURE REVIEW

Due to digitization and the rapidly evolving Internet, privacy and government data
mining became an issue during the last decade of the twentieth century. Discussions
on this issue began to be held from 1996 [1] onwards, when this newly emerging issue
started getting attention. Such talks took place at the 10" IFIP conference in Como
Italy.

It was not until the beginning of the 21* century that governments started actively
practicing along the lines of this concept. 9/11 was the watershed moment for
governments around the world when they started utilizing data mining for counter-
terrorism purposes. Such action has shown its effectiveness in today’s reality as
numerous cases of foiled terrorist plots prove that surveillance is imperative for
national security. One successful example is the Zazi plot where this system was used
to avoid a possible tragedy [2]. In case of data mining, people are scared that their
private information may either get leaked or even used for nefarious purposes [3]. It is
common to have people doubt the capacity of governments to manage security-related
data; many distrust government officials and do not want them to handle their private
information. [4] Despite this, the government engages in this actions on the
justification that acts of collecting information from the people help in ensuring future
safety by helping detect and convict any law violations.

Definition of Information Security

According to Open Text (2018), information security is defined as “the practice of
defending information — in all forms - against unauthorized access, use, examination,
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disclosure, modification, copying, moving, or destruction. There are numerous global
and industry standards and regulations mandating information security practices for
organizations.”

Definition of Information Privacy

Information privacy can be viewed as “the relationship between the collection and
dissemination of data and the public expectation of privacy. The safeguarding of
personal data; i.e. data about individuals such as contact information, health financial,
and family information” (Open Text, 2018). These individuals could be anyone —
customers, employees etc. The issue of data privacy has numerous facets — ethical,
technological, political and social.

National Security Comes First

In today’s world, the amount of data being produced every day is rapidly growing and
governments across the world are keen to have access it. But there is also a necessity
to be informed of the obvious difference between privacy and security. With the
availability of enormous amounts of data, there is genuine concern over how much of
our information should the governments have access to. Privacy of information is
everyone’s requirement, but governments’ need for this information is gradually
increasing as people are told it is for the purpose of national security. Today, everyone
knows that the government collects personal information — phone logs, internet data
etc. - from people as a necessity for national security. But people have been
speculating if domestic spying has crossed boundaries.

Today, more sophisticated surveillance systems, in the name of national security, are
posing a challenge to privacy. Various government officials access the private
communications of citizens by using broader standards. This results in vast amounts
of records of the citizens’ calls, including a list of ‘suspicious activities’ [4]. The
assembling of such sensitive information by the government is construed by many as
an invasion of privacy. Also, the collection and utilization of such data makes all this
information vulnerable to abuse.

There are times where the innocent find their names and information in lists of
suspicious activities and hence, these people are unreasonably banned from certain
kinds of employments, restricted from travelling to foreign countries, their bank
accounts are closed and they are constantly investigated by security departments.
Security agencies can keep such information, from the watchlists, for years. The
whole usage and access policies can be secretly replaced without any previous notice
or informing people. Throughout history, clandestine surveillance methods have been
misused for political purposes and even handed over to other groups. Surveillance
methods and watch-listing actions on part of the government need to be questioned, as
such practices may violate people’s rights to privacy, free speech and association, and
even end up targeting minority communities.
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On the flip side, how should it be ascertained that the citizens’ rights are not
being compromised by giving government the access to their information? There
must be a trade-off between security and privacy. [5]

It is common knowledge that in certain situations, governments need access to
citizens’ data for purposes of gathering intelligence and law enforcement. The citizens
require justification for this from the governments. It is essential not just to take
action which is required to meet a specific necessity, but also to justify the that the
actions taken are appropriate and legal. The measures taken by governments to breach
the barricades of internet security, push software companies into removing the
encryption policies which protect people globally. This is not right either.

But there is also a necessity to consider how much value the public places on
encryption. For example, the Panama papers where the journalists communicated
amongst each other and worked on history’s biggest leak. It is important to remember
that they could not have done so without the existence of encrypted communications.

Today, the gargantuan amounts of data that governments have access to, is the highest
it has ever been. But it is said that neither this, or all the metadata (information on
who, where, how, but information that doesn’t include the content of the
communications), isn’t enough.

Even though governments are accessing data for the purposes of intelligence and law
enforcement, terrorists are a step ahead — coming up with new communication
methods, which are anonymous. Hence, even if governments remove encryption in
service providers such as WhatsApp and Apple, it won’t make much of a difference to
countering terrorists, as only the users’ security and privacy will be lost.

It is important to get a broader understanding when differentiating between ‘privacy’
and ‘security’, to highlight why information privacy is essential. The basic issue is,
whether people should be made aware that their information is being used. If the use
is for investigation purposes, the people should not know about it. Otherwise, it will
defeat the purpose.

If business organisations use personal data for selling products and services required
by customers, there is nothing wrong in it. But only as long as the data do not go
further to other parties directly or indirectly. Some companies may try to sell the data
they have. This should not happen. But the question is how to find out if this
condition is breached, let alone prevent it.

On the other hand, if private agencies or organisations try to access personal data for
ulterior motives, hat should not be allowed. For example, anti-social elements may try
to access personal data for harming the person. Enmity between two persons may
cause mutual attempts to destroy the other person by stealing personal data and using
it against the rival. If this happens on social groups, religion or country basis, the
dimension becomes big. This type of intrusion into privacy should not be allowed.
Again, here too, finding out and preventing them is not easy.
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Then, the point of differentiation becomes who does it and for what purpose. Only the
last one is unwelcome. So, the protection of privacy is important here. To explain how
privacy of protection is linked to security of the nation is below with the help of some
reported data.

Figure 1 categorises 176 cases of failed attacks in the United States of America
between 1987 and 2010 into four — First, attacks which have been cancelled by
terrorists who planned them; second, attacks which were successful up until the time
of execution when they failed; third, attacks which failed due to unknown reasons;
and fourth, attacks which were foiled by external forces like law enforcement
agencies. [5]

Journal of Policing, Intelligence and Counter Terrorism, Volume 9, 2014 -Issue2
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Figure 1. Reason for Failure of Plots Against Americans, 1987-2010, All Cases (N = 176).

Out of the total number of cases, foiled attacks make up more than 70%, clearly
highlighting how successful law enforcement agencies are at their work. Hence,
giving greater access to personal information to law enforcement agencies will
improve their success in countering terrorism. On the other hand, unknown and
disputed cases are 14% about 25 potentially dangerous cases. The need for more
effective ways is indicated here.

A person’s internet and online activities, bank details, travel information etc constitute
his/her personal information. However, when the government tries to access these
information, it should only be for the purpose should only be for national security and
it should not be shared in any shape or form with non-security agencies. This means,
conditions to access personal data needs to be formulated and a supervisory-legal
redressal mechanism against unnecessary invasion into individual data not related to
any national security issues need to be in place and communicated to the public.

Post September 11, 2001, government authorities made greater effort at countering
terrorist attacks before they could take place, resulting in higher than expected success
rate in stopping terrorism. It is obvious that had many of these cases not been stopped,
the results would have been tragic. For example, the abovementioned case involving
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Najibullah Zazi in the USA [2 — 6]. Effective government surveillance was one of the
reasons why Zazi’s plot was thwarted. Zazi visited countries with ties to terrorism
multiple times and purchased great amounts of chemicals from beauty supply stores.
He kept these chemicals in various motel rooms that he rented. If privacy was ranked
over national security as a priority, his suspicious activities would have gone
unobserved and he may have been successful in carrying out the attack. Zazi was
flagged by the government due to his unusual activities and then monitored until he
was arrested.

Another thwarted terrorist plot is the Liquid Explosive Plot which took place in the
United Kingdom on 10™ August 2006 [7]. The British authorities were successful in
stopping a horrifying attack which targeted numerous cities in the U.S. including
Washington DC and New York. The plot included 24 persons in London loading 10
aircrafts loaded with liquid explosive, headed to the US. Government surveillance
resulted in the arrest of 15 out of the 24 people in London. Hence, the plot was foiled.

The figure below shows multiple examples of other plots that were stopped [8]:

Thwarted Terror Plots Against the U.S. Since September 11, 2001

Sept. | 1,2001. Nineteen terrorists hijack four ——SNg
commercial jetliners and aim them at targets in New
York and Washington, DC. Two airplanes strike the M— Dec. 2001, Richard Reid. Attempts to blow up an
twin towers at the World Trade Center and one airplane heading to Miami from Paris using explosives
strikes the Pentagon. Passengers in the fourth airplane hidden i his shoe.
fight back, and the plane crashes in rural Pennsylvania.
More than 3,000 pecple die in the attacks. B— May 2002, jose Padilla. Charged with conspiring with
Islamic terrorist groups, planning to set off a “dirty bomb"™
inthe US.
Sept 2002, Lackawanna Six. Six men from the —— .
Buffalo, N.Y., area are arrested and charged with

ith t t
e T e May 2003, lyman Faris. A naturalized US. atizen from

Columbus, Ohio, Faris is charged with plotting to
collapse the Brooklyn Bridge using blowtorches.
Aug. 2004, Dhiren Barot. Members of a terronst cell led —

by Barot are accused of plotting to attack financial June 2003, Virginia “jihad” Network. Eleven men
institutions in the US. and at other sites in England. from Alexandnia,Va, are charged with conspiracy to
SuUpport temorists

Aug. 2004, James Elshafay and Shahawar Matin Siraj. —
Charged with plotting to bomb a subway station near
Madison Square Garden in New York.

Aug. 2004, Yassin Aref and Mohammed Hossain. —
Albarry, N.Y, mosque leaders are charged with plotting
to purchase a grenade launcher to assassinate a
Pakistani diplomat in New York. L —
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are accused of conspinng to attack National Guard fatherson team is charged with supporting terrorism.

Aug. 2005, Kevin James et al. Four men in Los Angeles — r June 2005, Umer Hayat and Hamid Hayat. California
facilities in Los Angeles and other targets in the area.

L — Dec. 2005, Michael C. Reynolds. Arrested and charged
Feb. 2006, Mohammed Zaki Amawi et al. Three men — with D‘a“”’%_ to UQ Up refinenes |r|>‘v'..",‘m‘.mg and
from Toledo, Ohiig, are arrested and charged with New Jersey and a natural-gas piplene

providing material support to temorist organizations. Apeil 2006, Syed Haris Abmed and Ehsanul Isim Sadequee.
bbbl Atlanta natives are accused of conspiring with termonist
June 2006, Narsear] Batiste et al. Seven men are —
arrested in Miami and Atlanta and charged with

plotting to blow up the Sears Tower in Chicago. July 2006, Assem Hammoud. Amested and charged with
t plotting to bomb train tunnels in New York City

March 2007, Khalid Sheikh Mohammed. Senior operative —

organizations to attack targets in Washington, DC.

Aug. 2006, Liquid Explosives Plot. British authorities stop a

for Osama bin Laden, already in custody, confesses to plot to load 10 commercial airfiners with liquid explosives
planning Sept. | | attacks; he said he had also planned and attack sites in New York Washington, D.C, and
attacks in Los Angeles, Chicago, New York and other sites. California. Fifteen men have been charged

e ne 2007, JFK Airport Plot. Four men charged with
May 2007, Fort Dix Plot. Six men are anrested and —) J:lo-:un g 0 i‘o ¥ ug;‘:l fudd in re _;é'mw . :'2)5"‘50 rhoods
charged with plotting to attack soldiers at Fort Dix NJ near john F. Kennedy Intemational Airport in New York City.

Figure 2. List of foiled terror plots, 2001-2007

Whenever government actions, involving spying on personal communications, come
under discussion, the people’s rising concerns over the amount of their personal
communication being collected, is frequently overlooked. The Pew Research Center
(2013), in its 2012 survey on political values, identified that 64% of the respondents
were concerned about how much information the government was collecting on them.
74% of the respondents expressed the same concern about business corporations. This
is where the above three categories of validity of data collection matters. Even if there
is nothing wrong if business organisations collect personal data, it should not be
without the informed consent of the individual, as is done in ethical research
guidelines of many institutions. This means, the persons, whose data are going to be
used, should be informed of the collection of information, items collected, the
purpose, period of data collection and other details. Only after getting consent from
the person, the data should not be collected. The person may charge for it and/or insist
that the data should not be shared with anyone else.

However, business organisations collect data by the mining method using software
like R language or Oracle tools meant for this. They may not be interested in interests
and needs of each individual, but broad trends like how many, how long etc. So, they
do not access each person’s data and thus privacy is not compromised here in the true
sense. Since no ethical or legal issues are involved in this type of data access, many
established software companies have developed tools for the purpose. A general
discussion on data mining is given in [28]. There are also some organisations which
do data mining as a consultancy service to business organisations.

When the above things happen, the concerns of individuals are about the data going to
wrong hands for wrong purposes and too much data, (including some data not directly
relevant to the purpose) are being accessed whether it the government or private
parties.
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Sometimes, a political colour is added when the ruling party accesses personal data of
leaders of opposition parties. Such a feeling is reflected in the statement,

“Republicans have become much more concerned about possible privacy intrusions
by the government than they were during Bush’s presidency (72% in 2012, 39% in
2007).”

It is essential to access information, whether personal or not, in order to maintain
national security. Government authorities require access to personal information in
order to be in a position to foil terrorist attacks. The primary purpose of granting
government officials access to information is to protect citizens, and not to intrude on
their privacy. It becomes intrusion only when the government tries to access data on
innocent individuals for their own political gains or revenge on strong opponents. For
example, to silence a vociferous opponent, the government may access the banking
data and discover some not-so-ethical earnings. Then the government will make this
public and even file cases against the person so that the person becomes defensive and
even put behind bars which restricts the person from making speeches.

Privacy is a Right

The advantages of granting access to governments to view personal information are
numerous but many still perceive this as an intrusion to their privacy. They view such
government acts similar to ‘snooping’. According to studies, people are uncertain
when it comes to using services such as the Internet due to their concerns related to
privacy. A 2001 study showed that people who refused to use the Internet did so
primarily due to their privacy concerns [9].

There are people who think that the government did not have the right to access all
information on everyone. For example, former National Security Agency and Central
Intelligence Agency officer Edward Snowden believes that the US government does
not have the right to its citizens’ private information [10 — 11]. He procured
documents which highlighted the government’s actions involving mass surveillance
without citizen consent. Subsequently, Snowden took asylum in Russia for the sake of
his own safety. This case is controversial with many viewing him as a hero, while
others thinking of him as a traitor [12 — 13]. These views notwithstanding, a lot of
people did not know that they were being monitored. This incident ushered in a slew
of protests by human rights activists against the lack of privacy in the US; they
believe that privacy is a right and not a privilege.

However, in this case, the government might have done some mass surveillance when
it is unsure of whether and whom to surveillance. After an initial mass surveillance,
more detailed surveillance of prime suspects may be done. If that is the intention,
short-term mass surveillance cannot be objected to. In most such cases, the
government cannot just afford mass surveillance over a long time.

There have been some cases with misuse of personal information. Reality Leigh
Winner, a 25-year government contractor, recently got arrested for leaking classified
government information to a media outlet [14]. Many such incidents have happened
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in the past. The punishments have been severe, but they cannot undo the damage
already done.

Security breaches happen frequently, instilling fear in people regarding their privacy
as they view the government as being unable to protect their own classified
information in the past. They are unsure if the government would be able to protect
confidential information of millions of citizens. On an average, most people are fine
with being monitored as long as they know that they are 100% protected. But since it
cannot be guaranteed that information is one hundred percent safe, people cannot
accept the idea of being under surveillance. Some people are scared of the possibility
that their information may be misused; others think it is wrong, on principle, to violate
privacy. They perceive surveillance without their knowledge as being morally wrong.
Here again, the purpose of watching is important. Whatever may be the individual’s
concern, if the person is suspected of some criminal activity, the government has the
right to access any information to clear the suspicion. Once cleared, the government
should stop monitoring the person. If it still continues, it is intrusion.

Fine Line between Privacy and Security

Information privacy and security are closely linked with security existing without
privacy, but it is impossible to have privacy without security. According to Beaver
(2003), “there's no reasonable way to implement privacy controls or to oversee a
privacy program without relying on an array of common security controls related to
system access, storage, logging or alerting, encryption, and so on”.

However, security and privacy represent two separate functions in any organization.
Staff responsible for privacy of information frequently work in different departments.
They may also be completely segregated from staff working on information security.
In fact, “privacy is often viewed as the softer side of information management.” [15].

Beaver (2003) tried to look for a “balance between information privacy and security is
that security is seen as an IT-centric issue for which technical people are in charge.
While both security and privacy roles are closely related, and the overall information
risk management of the organization depends on them, that's rarely how things
happen, regardless of the organization's size or industry”.

In some organisations, reports, privacy notes, procedures and policies are created,
which can virtually be seen as great. Unfortunately, security procedures and policies
are not in place to ensure the promises to maintain privacy. Hence, organizations,
which aim to protect the privacy of their customers, will have no actual means to
shield them.

Privacy, Law Enforcement, and Homeland Security

The discussion on personal privacy always aggravates the tension between personal
privacy and national security interests. Personal privacy has been a continuing force
of people’s lives, predating modern technology. There has always been a tussle
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between “it’s none of your business” and “what have you got to hide” is so easily
seen. These tensions have existed much before the advent of the information
revolution, the new technology and the associated societal changes, all which have
exacerbated this conflict, refocusing it [26]. Additionally, law enforcement can be
termed as an activity which is ‘information-rich’. Law enforcement activities can be
categorised into three [17 — 18] — amassing individual’s data and analysing the same
to demonstrate violation of law; to highlight the people responsible for violating the
law; and to procure legal cover in front of the judiciary to prove that the person
identified is responsible for the violation in question. It is in the first stage that any
mass surveillance may be done to narrow down to possibilities into the second stage.

The data collected and the techniques used for analysing them have been altered in the
most fundamental manner by application of specific technologies which are now
available for collection, storage and the manipulation of this data. The three categories
may get exchanged, or the activities involved within them can take place in many
different scenarios.

Privacy Concerns and Law Enforcement

Modern societies need robust and well-functioning systems of law enforcement.
Collection, storage and analysis of large amounts of information is essential to the
process of law enforcement, even though this collection of information may involve
people who are beyond any suspicion and who are innocent.

It is when law enforcement officials collect information on innocent people, who have
neither violated any laws, nor have threatened the state security, does the issue of
privacy become clearer. Collecting information from such innocent people may cause
them to react negatively, which may even change their behaviour. Here, there could
be an imbalance between the state power and the people, which could cause tensions
among those affected by the government’s information-gathering actions. Hence, the
difference in government resources compared to what are available to most people,
clearly justifies the application of limitations on the government’s activities of
information collection, even if these limitations hinder law enforcement authorities.

The Balance between Individual Privacy and National Security.

The barrier between ensuring government security and protecting people’s privacy is
frequently perceived as a balance between the information required for national
security purposes and the limitations which have been placed on collectors of this
information. It is usually assumed that if the ability to collect information is
restrained, it is likely that information of potential relevance to national security may
be overlooked or even lost [24]. The new changes which can be witnessed today are
the technological means of collection and analysis of information which can be used
by intelligence agencies.
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With technological changes, the very nature of national security has witnessed a
major change. Traditional intelligence activities, which had taken shape during World
War 1l and the Cold War, was aimed at safeguarding the state from threats posed by
foreign states [24]. This may not always be true. Of course, an opposing opinion may
be that there are greater chances of relevant information, within the huge amount of
irrelevant information collected. The opposing opinion also believes that it is
imperative to guarantee the quality and the relevance of the information which is
being collected.

RESEARCH METHODOLOGY

This paper tries to explain both privacy and security aspects that require a joint frame
creation for matching the relevancy of both aspects. Accordingly, a common vision
can be developed, allowing data to prevail as a source of competitive advantage, i.e.,
showing the inherent relationships between people, processes and technologies to
incorporate practices that move the organizational culture to the preservation of
privacy information, and to comply with security considerations as the basis for
business strategy.

Characteristics of Participants

A survey study was undertaken to explore the Saudi perspectives of the above issues.
The aim was to investigate how people view government surveillance and if it has any
effects on their privacy. It has two steps; first, gathering data via an online
questionnaire; and second, analysing the data using SPSS. Data was gathered through
a survey that was spread among 94 Saudi citizens. The breakdown of the participants
is as follow:

Variable Value Frequency Percentage

Male 63 67%

3

g Female 30 31.9%

O]
Unspecified 1 1.1%
<18 3 3.2%
18-29 63 67%
30-39 21 22.3%

>

<
40 - 49 3 3.2%
50 - 59 2 2.1%
60 + 2 2.1%

Table 1. Profiles of Participants (N = 94)
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Google Docs was used to create the survey and it was published on Saudi-preferred
social media platforms like Facebook and Twitter. The questionnaire was designed to
comprehend and analyse the public’s thoughts on homeland security compared to
personal privacy. The local cultural norms as well as the political constraints make it
difficult to procure such data in the Middle East region. [19] A different code of ethics
makes it easier to find data on citizens’ opinions of other countries on this subject. [20
— 21] Overall, respondents hesitated to fill out this survey. But once the survey was
online for a few days, it allowed for gathering of sufficient data for proper analysis.

RESULTS
A Survey dimensions in Saudi Arabia

When the respondents were questioned on their willingness to share personal
information, more than half of the participants (N=52) replied that they would share
only if they need to, which is for government or security purposes. Respondents
willing to share their personal information with anyone, unless considered extremely
private were the next (N = 28). Next is the group of respondents who would never
share anything personal at all (N = 8), with the last being the group of respondents
who have absolutely nothing to hide (N = 6). The last two answers, both extremes,
were the least likely to be picked, cumulatively making up 15% of the respondents
together. This shows that on an average, Saudis are moderate people with little
likelihood of harbouring extremist tendencies. With more than 85% of the participants
of the survey being on the moderate side, it is clear that on an average, Saudi citizens
reject irrational opinions which may be considered dogmatic.

The next question was if government officials had the right to procure people’s
personal information. The highest percentage of respondents (N = 38) said that the
government did have the right to obtain personal information. 22.3% of the
respondents of the survey believed that governments did not have the right to procure
personal information of the people and that it was a violation of privacy.]

The following figures depict the Saudi citizens’ responses regarding government
surveillance:

Willingness to share information

= Only if they absolutely need to m Very willing, unless it is extremely private

Willing to share everything = Willing to share nothing
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Figure 3. How Saudis are willing to share private information

The government has the right to obtain personal
information

m The government has the right to access everything
= To a certain extent

The government has no right to obtain personal info

Figure 4. How Saudis are willing to share private information.

When asked what they would suggest as a solution to find the balance between
national security and privacy, people’s answers were the following:

[Descending from highest to lowest]

— In order to protect people’s privacy, implement strict regulation against
publishing of personal information.

— Restrict the number of people with access to such information.

— Allow access to people’s personal information only once it is confirmed that
they will not be a potential threat.

— In order to get greater number of people to accept the idea of government
surveillance, reward cooperation.

After analysing the results of the survey, it can be concluded that people were open to
the idea of government surveillance as it was for their own protection, but they
wanted greater regulation in place for protection of their privacy. Hence, it can be said
that privacy was not a technological issue as technology, by itself, could not either
guarantee or violate people’s privacy. All technology could do was either augment or
diminish the secrecy of information and the anonymity of an actor. In any context, the
nature and extent of privacy involved numerous factors such as the manner in which
information is accessed, the intentions of the entities accessing this information, and
the trust between the subject of the information and its user. [26]

One crucial question which comes to mind, after the discussion of this paper, is the
kind of action that must be taken when law enforcement officials or intelligence
agencies intrude the privacy of innocent people — people who haven’t violated any
laws and who don’t represent a threat to the state and national security. It is illogical
to expect that the number of people improperly implicated could be reduced to zero
and hence, public policy needs to be geared towards the rise of some such cases. A
possible solution is to diminish the number of false positives (or the number of people
improperly implicated); whenever there is a false positive, the person in question
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bears the results (such as loss of privacy and costs such as personal embarrassment,
financial loss etc.) for the sake of the rest of the society. [24] Of course, such costs
can be really painful. In general, societies agree that in principle, people who have
suffered due to government mistakes or improper actions, must receive compensation
of some sort. The logic is that if governments pay out huge compensations for people
who have been treated improperly, these governments can be expected to take more
care and be more respectful of people’s rights, than they otherwise might be.

CONCLUSION

This paper discussed the subject of privacy and national security. The paper
highlighted that people took various sides of the issue, with some standing by
government surveillance for reasons of protection, while others opposing it due to the
value they place on their privacy and due to fears of misuse. The paper discusses both
points of view with the help of examples. A survey was carried out during the course
of this study which investigated the opinions of a sample of Saudi citizens. Tables and
charts were used to analyse the data gathered.

This research paper concludes that people all over the world, and Saudis in particular,
were not opposed to government surveillance. The survey undertaken during the
course of the study showed that the majority of respondents supported government
surveillance procedures, clearly stating that they did not object to allowing
government officials to access their personal information if it was for the protection of
their country. These respondents believed that if they overlook government activities,
it led to greater security to citizens and played an important role in countering
terrorism. The study also highlighted that the people wanted greater number of
regulations enforced, with information leakage resulting in strict punishment. The
study concludes that stricter regulation would lead to greater satisfaction amongst the
people on the question of sharing of information. People also want to be informed that
they were being monitored with many of them regarding this as their right. They
believed that they had the right to be informed of the kind of information the
government had access to.

The world, as we live in today, is turning more electronic every day and hence,
prevention of terrorist attacks must become easier. Governments today need to
monitor the activities of their citizens. This must be only for the protection of the
people, without any intention of intrusion. Information protection must be handled
with care, with the purpose of balancing information privacy and security. Hence,
greater impetus needs to be given to general privacy. For example, the privacy of
information belonging to customers and employees must be a priority for business
leaders, IT and security staff members and also the legal system. This is important
because this privacy is where the revenue as well as the results lie, leading to huge
gains as well as losses. [27]

This subject is extremely thought-provoking with immense potential. There is scope
for more detailed work, which may result in more holistic solutions. In order to arrive
at holistic, more well-rounded solutions, the work of multiple scholars from various
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countries could be combined. Multiple authors from around the world could
collaborate and write a book which would examine the behaviour of people in various
countries and how the citizens react to government surveillance procedures. This
could, in turn, may facilitate the identification of common human behavioural trends
on this issue.
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