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The effectiveness of strategic knowledge to reduce the risks of social
engineering from the viewpoint of the employees of the Saudi
Communications and Information Technology Commission

Abstrac:

The current study aimed to identify the effectiveness of strategic knowledge in
reducing the risks of social engineering from the point of view of the employees of the
Saudi Communications and Information Technology Commission. The study also aimed
to determine the statistical differences in the employees' answers and the extent to which
they are affected by their personal and job characteristics. The study population
consisted of employees of the Saudi Communications and Information Technology
Commission, and a random sample of 147 individuals was selected. The study
concluded the following: The effectiveness of strategic knowledge of the three social
engineering methods that were identified in the current study has a significant impact
on reducing the risks of social engineering, The most effective methods were effective
strategic knowledge of technical methods, followed by social methods, and finally
material methods. The study showed that there are statistically significant differences
for the effect of the effectiveness of strategic knowledge of social engineering methods
in reducing the risks of social engineering according to the gender variable. It also
showed statistically significant differences in the effect of knowledge of material, social,
and technical methods according to the job title, and the extent of knowledge of social
engineering methods. The study recommended focusing on increasing workers'
awareness of personal information and appreciating its importance as the most effective
way to reduce the risk of social engineering attacks. Encouraging employees to acquire
the skills necessary to share knowledge of social engineering.

Keywords: Strategic knowledge - material methods of social engineering - social
methods - technical methods.
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